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SECTION 1 - Before You Start
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Before you Start:  
Introduction: 
 
Thank you for purchasing �������� ®, an application designed by ���
���� ® ��
���
  for the 
Motorola MOTOTRBO™ Professional Digital Two-Way Radio System, to permit the user 
enhanced control capabilities. The application has been designed to accommodate the safe 
tracking of fleet and similar fixed locations that use the MOTOTRBO product. The application 
has an archiving reporting feature that reports on activity captured by various parts of the 
application. 
 
���
���� ® ��
���
  has worked with the end users to streamline the application and make it 
simple to install, easy to use and understand. 
 

Before Installing the Software: 
 
It is IMPORTANT to ensure that prior to configuring �������� ®; that your Computer route table 
has been appropriately updated; so that the MOTOTRBO™ radio network can be accessed. 
Please refer to the “Network Configuration” portion of this guide. 
 
The demonstration version of �������� ® can be run as a stand alone, however, once purchased 
will require a USB “Key” to work with and validate the licensing agreement. This “Secure Key” 
will be supplied once the purchase has been approved. 

CAUTION! 
The purchased �������� ® application is governed by a licence agreement that INCLUDES a USB 
license dongle, that compounds the security of the application for your exclusive use. This USB 
device is a Serialized Key that handshakes with your �������� ® application to validate its 
licensing parameters and contains information that verifies these parameters which relates to 
the features purchased. 
This USB “key” MUST be inserted into a usable USB port on the Computer and left in place at 
all times, while the purchased application is in use. 
Failure to do so or removal of the key at any time will result in the termination of the ��������� ® 

application. 
 
It is IMPERATIVE that the USB Secure Key be protected and secured at all times. In the event 
of loss or damage a replacement key can ONLY be purchased from ���
���� ® ��
���
 . 
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���� ® ��
���
��
���
��
���
��
���
  Contact information: ����
 
���
���� ® ��
���
�����  
48 Centennial Road 
Unit #7 
Orangeville, Ontario. 
Canada. 
L9W 3T4 
 
support@neoterra.ca                                                                                                                        
sales@neoterra.ca 
 
Business Number: +1-519-940-0088  
Facsimile Number: +1-519-940-8813 
 
(Please use the process within your Country to allow for direct dialling.) 
For your convenience you may wish to try: http://www.countrycallingcodes.com/ 
 
For more information on ���
���� ® ��
���
  please visit: www.neoterra.ca 
 

Installing �������� ®�Enterprise Server: 

Minimum requirements: 
A Microsoft Windows Platform - Windows Vista and Windows XP Home/Professional. 
. 

·  >= 2 GHz 32-bit (or 64-bit) Quad-Core CPU  
·  For Windows Vista 4 GB of system memory  
·  160 GB hard drive with at least 15 GB of available space (Minimum) 
·  Dual monitor card (Recommended) 
·  Audio Output 
·  Local Area Network with IP Platform support 
·  Internet access for remote support  

Additional requirements: 

Actual requirements and product functionality may vary based on your system configuration. 

To have the best possible experience with �������� ®�Enterprise Server, a customer purchased 
licensed copy of MS MapPoint 2009 is recommended.  MS MapPoint 2009 is presently available 
for North America, Mexico and Western Europe.  If running MapPoint 2009, it is 
recommended to have at a minimum - 3GB of system RA M. 

�������� ®�is capable of Microsoft MapPoint interface as well as GIS (Geographic Information 
Systems) developed by ESRI (Environmental Systems Research Institute). Presently �������� ® 

supports “raster” graphics technology. 
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The installation disc contains five files that will be used for the successful installation of 
�������� ®. 
 

1) setup.exe  – contains the full installation package and should be used for all FIRST time 
�������� ® installations. 

2) neoNytro®  Server Setup.msi  – contains the installer for the application only and 
should be used for UPGRADES to �������� ® 

3) In addition: the �������� ® Server Graphics.msi  installs the icon files. 
4) UltiDevCassiniWS_SetupPrereq_VS2008.exe  – Contains the setup program for the 

web server to allow the web based reporting tool to run. 
5) WebReports Setup.exe  – Contains the web-based reporting application.  It is 

recommended to use the default installation path presented by the application. 
 
For “purchased” applications, please install the USB Secure Key in a free USB 2.0, or 
higher, port. Please note that this port will be PE RMANENTLY occupied by the USB 
Secure Key for as long as the purchased �������� ® application resides in the computer in 
question. See sample:>  
 
 
 

1. Start your computer and wait for the operating system to finish loading. 
2. Insert the �������� ® CD/DVD, label-side up, into the appropriate CD/DVD-ROM drive on 

your computer. 

 

 

 

 

NOTE: If the CD-ROM has a spindle, make sure the CD is pushed all the way down. 
You should hear a “click”. 

If the disc does not “Auto” launch please follow this path below: 

1. Click on “Start” on the “Taskbar”. Look for the icon similar to – see below: 
a.           Windows XP 

 

b.          Windows Vista or Windows 7 

Security Key  (May not be exactly as shown) 



�������� ®�	 Enterprise Server Version 3 - by ����
���� ®���
���
�
�

Filename: neoNytro_EnterPrise_Server_Training_Manual.doc  - Revised Date: 12/29/10 Page 7 of 41 
 

48 Centennial Road., Unit #7 Orangeville, Ontario. L9W 3T4 
Tel: 1-519-940-0088 / Fax: 1-519-940-8813 – Email: sales@neoterra.ca 

www.neoterra.ca 

 

2. One of the menu choices should be “Run” see below: 

 

 

3. Click on “Run”. A new window appears. 

 

 

 

4. Click on “Browse” 
5. When the “File Manager” or “Windows Explorer” window opens, go to the drive 

where the �������� ® disc has been inserted and click on “setup.exe” or “setup”. 

 

6. You will now see the following: 

  

 

 

7. Click “OK” 
8. �������� ® will now start to install. 

(Note: If you have a purchased, licensed copy of �������� ® Enterprise Server 
MAKE SURE THE SECURE KEY has been inserted into a s pare USB port on 
your Computer to activate the license.)  

9. Follow the instructions. Once the installation is done �������� ® will place a short 
cut icon on your “Desktop”.  

10. Then, proceed to repeat steps 2 through 9 for each installation file labelled 3, 4, 
and 5 as on the previous page of this manual.  The files can be found on the CD 
in the “Server”, “Casini Web Server”, and “WebReporting” folders, respectively. 

11. You are now ready to Configure your Radio Network prior to Setting up your  
�������� ® Enterprise Server System Application. 

Windows XP  
Windows Vista  

Windows XP Windows Vista  

Windows XP  Windows Vista  

neoNytro
®  
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The ���� ���� ™ Professional Digital Two-Way Radio System: 
 
Some interesting “points” to remember about the ���� ���� ™ Professional 
Digital Two-Way Radio  
 
The Mobile radio has 5 terminal inputs and the Portable unit has 3 terminal 
inputs for use in telemetry. 
 
���
���� ® ��
���
  has taken advantage of these terminals to accommodate various tasks that 
are efficiently controlled by the �������� ® application. 
 

Some value added inclusions within �������� ® Enterprise Server: 
 
�������� ® has some embedded assistance within the application: 

1. Bundled geoMap maker for calibrating raster images for use in the GIS control. 
2. Archiving reporting tool. 
3. Bundled drivers in Quick start, which includes Motorola drivers using Ethernet over 

USB. 
 
 
 
There are 4 Protocols that �������� ® uses with ���� ���� ™ devices: 

1. Text Messaging – Can isolate a unit and send a unit-specific message to the 
device in question. 

2. ARS (Automatic Registration Service) – Advises of devices that come on- line and 
go off-line. 

3. Telemetry options – Sending automatic Text Messages that are based on actions 
taken by various operations at the remote location or vehicle. 

4. GPS Tracking – Location based Services. 
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SECTION 2 - Network Configuration
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Network Configuration:  

 
Welcome to the PC Route Table and Network Configuration Section. 
 

1. PC Route Table Configuration Information: 
a. Windows Vista 

i. It is NOT necessary to configure the route table in  a Windows Vista 
environment. �������� ® will take care of the routing of packets to the 
appropriate attached ���� ���� ™ Radio devices whether Mobile or 
Portable . 

 
b. Windows XP: 

i. You will have to use the following information to configure the route table 
for EACH ���� ���� ™ Base Radio device which is attached to the 
�������� ® computer. 
 

 

Windows XP Data Routing – Route Config Tool: 
�
���
���� ® ��
���
  has bundled a simple to use utility to configure the route table in the base 
computer, which can be found in the Start Menu under: 

�  NeoTerra Systems 
�  neoNytro®  
�  Utilities 
�  Route Config 
 
�  OR the following location: 

 
C:\Program Files\NeoTerra Systems\neoNytro® \utilities\Route Config.exe 
 
Simply configure the CAI and IP address of the base radio and press ‘Create Route’ 
 
 
 
 
 
 
 
 
 
 
 
Note: 
CAI - stands for Common Air Interface. 
IP  - stands for Internet Protocol
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Windows XP Data Routing – USB Driver: 

�  USB Driver installed on any PC that needs to communicate with ���� ���� ™ Radio. 
�  Drivers are bundled in the �������� ® distribution  
�  Once connected, installed and configured correctly, ���� ���� ™ Radio acts like a 

network interface. 
�  DO NOT INSTALL CPS ON EVERY MACHINE! 

Windows XP Data Routing – Normal IP Addresses: 
�  Radio leases its Accessory IP to the PC (not the other way around) 
�  Accessory IP = Radio IP + 1 
�  If more than 1 radio is connected to a PC make sure Radio IP’s are unique! 
�  These IP’s automatically get added to the PCs route table 

Windows XP Data Routing – CAI IP Addresses: 
�  Each radio has dual identity – Normal IP and CAI IP 
�  CAI Network is first byte of CAI IP and last 3 bytes are the Radio ID  
�  CAI IP’s are NOT automatically added to the PCs route table and need to be added 

manually 

Windows XP Data Routing – What is a Route Table? 
�  Controls which interface IP data is sent to. 
 

�  Composed of 
�  Netmask 
�  Network Destination 
�  Interface 
�  Gateway 
�  Metric 
�  Default Gateway 

 
�  Take target IP, apply Netmask, look for match in Network Destination and send out that 

Interface 
�  Gateway is ‘next hop’ 
�  Metric is tie breaker – lower number or ‘cost’ wins 
�  If all else fails, send it out the Default Gateway 
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Windows XP Data Routing – Route Table Help: 
If you wish to obtain some HELP about the Data Routing Table, there are two ways you can 
accomplish this: 
 
Accessing the Command Prompt  in Windows XP; 

1. Click on “Start” on the “Taskbar”. Look for the icon similar to – see below: 

Windows “XP” 

2. One of the menu choices should be “Run” see below: 

 

 

3. Click on “Run”. A new window appears. 

 

 

 

4. In the BLANK area, to the right of the word “Open:” type “cmd” and hit ENTER; 

 

 

 

5. Click “OK” 
6. A new window will launch: 

 

 

 

Wind ows XP  

Windows XP 

 Windows XP  
 

Flashing “prompt” “_” 
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7. At the flashing “prompt” “_” type in the 
following information “route print” and then hit 
ENTER, to see the Route Table displayed on 
the Screen. See example below: 

 

 

8. To get HELP on the “route” 
command you can type “route?” at 
the flashing “prompt” and hit 
ENTER. Please make sure there is 
a “space” between the word “route” 
and the “?” The various words or 
“syntaxes” that can be used after the 
word “route” will be displayed. If you 
cannot see the entire information 
use “expand” the “cmd” window 
using your mouse or use the right 
hand “scroll bar” to move the data 
up and down the screen. See data 
example below: 

 

 

9. Once you have the 
information you need to 
type “EXIT” at the 
flashing “prompt” and 
the “cmd” window will 
close after you hit 
ENTER. 

Drag the Scroll bar with your 
mouse to see more data 
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Windows XP Data Routing – Simple Radio Setup: 
 

 
Normal IP entry will automatically get populated in the PCs route table (PC1 shown above): 
 

Network 
Destination  

 
Netmask  

 
Gateway  

 
Interface  

 
Metric  

192.168.10.0 255.255.255.0 192.168.10.1 192.168.10.2 50 
 
This entry only works for applications like the Customer Programming Software (CPS). For use 
over the air as a generic UDP/IP data pipe additional route table entries need to be manually 
added for the CAI IP address. 
 

Windows XP Data Routing – Simple Radio Setup: 
Using the information on “Page 12”, access the Command (cmd) Prompt window 
 
From a Command Prompt window on Windows XP, the command to create a manual route 
table entry for Radio CAI IP’s on PC1 would be: 
 
 C:\>route add 12.0.0.0 mask 255.0.0.0 192.168.10.1 metric 50 –p 
 
And then for additional radios 
 

C:\>route add 12.0.0.0 mask 255.0.0.0 192.168.20.1 metric 50 –p 
 

C:\>route add 12.0.0.0 mask 255.0.0.0 192.168.30.1 metric 50 –p 
 

C:\>route add 12.0.0.0 mask 255.0.0.0 192.168.40.1 metric 50 –p 
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neoNytro
®  

System Setup: 
 
Now that you have configured your radio network it’s time to set up the �������� ® application. 
 
On your computer “Desktop” locate the short cut �������� ® icon:>  
Double-click the icon to launch the �������� ® server application. 
 
The following screen will open: 
 

Place your mouse over the “Setup” icon  
in the “Main menu” and click to open the 
“Setup” window. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The following window will launch: 
The default System Password is 
LOWER case “pw”. 
Click “OK”. 
 

Log in window 
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On successful completion, go through each TAB in the SETUP window and configure the 
required parameters. 
 
The following tabs are available: 
 

1. Admin 8. Units Status 
2. TRBO Networks 9. Points 
3. Customers 10. Email1 
4. Clients 11. Email2 
5. Units 12. Misc 
6. Groups   
7 Operators   

 
 

The “Administration” Tab Setup: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The “Administration TAB” contains 2 main Sections: 
 

1. Licensing 
 
2. General Options 
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1. Licensing:  

 
Product Serial  - Unique serial number of the USB license dongle (if installed on the  
Computer). 
 
Max Mobiles  – The maximum number of mobiles that the server is licensed to allow to  
connect. 

 
2. General Options:  

 
a. System Password  - Sets the password to access the System Setup area of �������� ®�  

As indicated above, the “default” system password is “pw”. 
 

b. Client Interface – The network card on the PC to bind the �������� ® server to. 
 

c. IP Port – The TCP port on which clients connect to the server. 
 
d. Own ID - The ID radio of the base radio. 

 
e. ARS Interval   - This is a global setting to which sets the interval for ARS report from 

subscriber units 
 

f. System Type – Two types: “Conventional” and “Trunking” 
  

g. Store Aging – This is the maximum time that messages that have not been sent will be 
kept  in the message store (inbox). 

 
h. Retry Cycle  – The # of seconds it takes for unsuccessfully sent messages to get re-

sent. 
 

i. On Duty Poll  - Selects the AUTO poll feature as units are placed on and off duty.  When 
YES is selected, the system sends a command to the remote to turn on auto polling 
when it is placed ON DUTY.  OFF DUTY sends an AUTO poll OFF command. 

 
j. Auto on Duty  - When selected the mobile units will move to On Duty status 

automatically when registering ONLINE  through ARS 
 

k. Find on Status - the system to poll the GPS position when a status event occurs 
 

l. Persistent LRRP –  Enabling this option permits storing of position data in the radio.  
This option must also be set in the radio.  If it is not set in the radio and this option is 
selected in the server, then no positions will appear on the map! 

 
m. Age GPS – Specifies that GPS positions will age. 

 
n. Delete GPS – Allows the deletion of positions on the map once the aging limit is 

reached. 
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o. ARS Groups  – This option allows dynamic partition assignments so that as a radio 
registers on one of the four control stations it will automatically be assigned to a Partition 
GROUP and will only show on clients assigned to that group. 
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The “TRBO Networks” Tab Setup: 
 
This screen defines which radios will be assigned to the various voice and data revert slots 
available within the application. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
1. Network Settings:  
 

a. Voice Interface 1 to 4 – Radios here are the voice bases that take care of registration of 
units and message handling to/from the radio system. 

 
b. Revert Interface 1 to 4 – These radios are the data or GPS revert radios.  These radios 

typically are listen only radios that forward incoming GPS position reports into �������� ®  
 

c. Interface Names – Aliases for the various system types for easier first-glance 
identification. 

 
d. Network CAI  - This is the CAI for the radio network 

 
e. TMS Port  - The port assignment for Text Message Service messages 

 
f. TLM Port  - The port assignment for Telemetry messages 

 
g. LBS Port  - The port assignment for Location Based Service messages 

 
h. ARS Port  - The port assignment for Automatic Reporting System messages. 

 
i. TFW Port  - The port assignment for Tallysman TW250/TW251 

 
j. THW Port  - The port assignment for Tallysman TW200 
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 How to edit setup screens with tabular data. 
 
This page shows how to edit and save data on setup screens where tabular data exists.  The 
method of modification is the same in every screen with tabular data. 
  
 
 

 
 
 
 

 

 

 
 
 
 
ADDING DATA: 

�  Click the “ADD” Tab to add some data to the tab in question 
�  Enter the details 
�  Click the ADD button again to save. 

 
EDITING or DELETING: 
Editing and deleting data is accomplished in very much the same way as Adding it.  To start an edit or 
delete, click on “Edit/Delete” Tab, then; by double-clicking on the row header (gray area next to the left 
most table column), the data will then appear in the edit controls for modification or, if the user wishes for 
deletion.  To save any changes when editing, click the “EDIT” button again.  To delete the record 
permanently, click the “DELETE” button. 

 

 Area to Double-Click 
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The “Customers” Tab Setup: 
 
This screen defines the customers that are able to login to this server.  At least one customer 
must be set up to continue on to the other tabs.  Adding more than one customer is only 
effective in hosted (web) mode. 
 

 
 

 
 
CUSTOMERS Tab Settings: 
 

�  Customer  – Give the customer a name – usually the name of the company you are installing 
neoNytro® for. 

�  Cadence Count  – This is the number of high interval reports before reset to default reporting 
occurs. 

�  Cadence Interval  – This is the settings for temporary high GPS reporting interval. 
�  Emergency Email  – Any emergency or lone worker alarms that fire in �������� ® will be sent to 

this email address. 
�  Pair Status Messages  – Checking this box allows the pairing of status messages between two 

states.  Each pair that is possible are ones directly adjacent to one another (1 & 2, 3 & 4, etc.). 
�  Emergency Messages – Enables emergency messages to be sent to a specific group ID 
�  Emergency Group – Related to the emergency messages setting above.  This is the Group ID to 

which emergency text messages will be sent. 
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The “Clients” Tab Setup: 
 
This screen defines the users that are able to login to the server. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CLIENT Tab Settings: 
 

�  Dispatch ID – This is the ID to give to one particular client that is to login to �������� ® Server.  
This must be unique across all tabs that ask for ID’s (Eg: Unit ID, Group ID). 

�  Client Name  – The friendly name to associate with the ID.  This is also the login name when the 
client logs in to the �������� ® server. 

�  Customer Name  – This setting defaults to the very first customer defined in the customers tab if 
in any other mode than “hosted”.  If in hosted mode, the dropdown list of customers at the top of 
the setup screen can be set to another customer, assuming there are additional customers set up 
of course. 

�  Password  – This is the password that the client will use when logging into the �������� ® server. 
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The “Units” Tab Setup: 
 
This screen defines the valid units that are able to send/receive digital data in �������� ® 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
UNIT Tab Settings: 
 

�  Unit Name  – The friendly name to associate with the Unit ID.  Once added to the database, this 
field cannot be changed (unless deleted and re-added) 

�  Unit ID  – This ID must match up with a Radio ID out in the field. 
�  Polling Interval  – This tells �������� ® how often to poll the GPS for this unit and update its 

position. 
�  Group  – This assigns a group from A to F for the unit for partitioning off of groups of units. 
�  GIS Symbol  – This is the icon that will be associated with the unit when being displayed on GIS 

(raster) maps as well as internet based maps (Google, Yahoo, Virtual Earth). 
�  MapPoint Symbol  – The icon to associated with the unit when being displayed in Microsoft 

MapPoint. 
�  LW Interval  – This is for the subscriber units Lone Worker alarm interval. 
�  IO1 to IO5 – These allow the user to associate up to 5 inputs from a mobile radio or 3 inputs from 

a hand-held radio send telemetry events to �������� ® Events such as opening or closing a 
vehicle door can be set up. 

�  Sprite Type  – There are two types, Firmware = TW250/TW251 Hardware = TW200. 
�  Odometer  – This is the base count for the odometer for this unit.  This allows calibration of an 

offset if the odometer count in a sprite device is non-zero as it would if, for instance, the sprite 
was moved from one vehicle to another. 

�  Stopped Interval  – This allows the user to specify how long it takes before a unit goes into the 
“STOPPED” status. 
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The “Groups” Tab Setup: 
 
This screen defines the Groups that exist in the MOTOTRBO radios. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
GROUP Tab Settings: 
 

�  Group Name  – This is the friendly name to associate with the Group ID.  Once set, this field 
cannot be altered.  The only way to alter the group name is to delete and re-add it. 

�  Group ID  – The Unique Group ID to assign to the Group.  This should match any Group ID’s set 
in the radios. 

�  Group – This assigns the group to a particular partition.  In this way, the user can segregate 
groups of units in cases where there are multiple dispatchers that only want to see certain 
group(s) on their map. 
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The “Operators” Tab Setup: 
 
This screen allows for the definition of aliases for units.  This allows the user to choose whether 
they want to see the unit name for a given unit or the alias name instead (usually the operator 
name). 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
OPERATORS Settings Tab: 
 

�  Operator  – The user-defined alias to add to the list.  These can be assigned to different 
customers if the server is in hosted (web) mode. 
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 The “Units Status” Tab  Setup: 
 
This screen defines the unit status messages that will appear in �������� ® and its logs that deal 
with the Lone Worker functionality. 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

1. Lone Worker System: 

The NeoTerra Lone Worker System is an advanced monitoring system for workers in dangerous 
workplaces who work alone.  The system monitors traffic from these remote radios and alarms if certain 
parameters are exceeded. 

NOTE : In order to be monitored by the system the remote must be ON DUTY and in the MONITORED 
list in the CONTROL TAB of �������� ® 

Contact Mode  - Selects the method used to reset the monitoring timer.  Either a Status  or neoPoint  can 
be selected.  The neoPoints option only monitors the subscriber if it is inside a neoPoint circle. 
  
Contact Interval - Interval in which the remote unit must reset the Lone Worker Timer. 
  
Reset - This is the text of the Quick Text message to be sent from the subscriber unit to reset the 
interval.  This MUST start with a "#" character and must be configured exactly the same in CPS. 
  
Contact Alert - The system sends this message one minute before the interval expires. 
  
Contact Alarm - Message sent when the alarm is initiated 
  
Contact Restored - The system sends this message after an alarm has been cleared. 
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The “Points” Tab Setup: 
 
This screen defines the geo-fenced area(s) that will optionally alert the dispatcher if/when a unit 
is either inside or outside the fence. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
POINTS Settings Tab: 
 

�  Customer Name  – The customer name associated with the point.  In conventional mode, there is 
only the choice of the first customer created under the “Customers” tab. 

�  WaypointID  – This is the unique ID that is given to each point created.  
�  Point Name  – A friendly name to associate with the WaypointID 
�  Latitude  – The latitude in decimal degrees of the point 
�  Longitude  – The longitude in decimal degrees of the point 
�  Distance  – The distance (in meters) the waypoint extends out from the center coordinates given 

above with the Latitude and Longitude. 
�  Alarm  – Selects whether or not to sound an audible alarm when the unit enters or leaves the 

waypoint  border. 
�  Geofence Mode  – This option defines whether alarms will be triggered when a unit enters the 

fence (inside), or leaves it (outside). 
 
 
 
 
 
 
 
 
 
 
 
 



�������� ®�	 Enterprise Server Version 3 - by ����
���� ®���
���
�
�

Filename: neoNytro_EnterPrise_Server_Training_Manual.doc  - Revised Date: 12/29/10 Page 29 of 41 
 

48 Centennial Road., Unit #7 Orangeville, Ontario. L9W 3T4 
Tel: 1-519-940-0088 / Fax: 1-519-940-8813 – Email: sales@neoterra.ca 

www.neoterra.ca 

The “Email1” Tab Setup: 
 
This screen defines the email account settings that enable �������� ® to bridge radios and the 
internet.  

 
 

 

 

 

 

 

 

 

 
General  
 
System Address  - This is the address used to collect the mail for the server. 
Alarm Address  - This is the address used when a lone worker or emergency alarm triggers. 
Emergency Emails  - Enables/Disables emergency emails. 
Lone Worker Emails  - Enables/disables Lone Worker emails 
Email Gateway  - Enables/Disables Email Gateway 
 
POP 
 
Server  - Address of server to retrieve mail from 
Default Email  - Username of the mail account to log in to. 
Password  - Username of the mail account to log in to. 
Port  - Usually 110 for POP, but could be any port based on mail host settings. 
Check  - # of seconds between checks to see if any mail exists in the POP mail box. 
SSL / TLS - Check the encryption method (one or the other) your mail server requires (if applicable). 
 
SMTP 
 
SMTP Server  - This is the URL of the outgoing email server. 
Username  - If the SMTP server requires LOGIN then the USER NAME and PASSWORD must be 
entered.  Otherwise leave BLANK. 
Password  - If the SMTP server requires LOGIN then the USER NAME and PASSWORD must be 
entered.  Otherwise leave BLANK. 
Port  - Usually 25 for SMTP, but could be any port based on mail host settings. 
SSL / TLS - Check the encryption method (one or the other) your mail server requires (if applicable). 
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The “Email2” Tab Setup: 
 
This screen defines the users that are able to send/receive email through �������� ® to any 
radios on the system.  If the email address is not listed in this screen, then any messages sent 
by that email address will be unceremoniously dumped and treated as spam. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
EMAIL2 Settings Tab: 
 

�  Address – The dispatchID of the email address to allow emails from.  These dispatch ID’s should 
match the dispatch calls setup in the radios if a company wants to allow radio users to initiate an 
email to someone.  They do not have to be setup though if this feature is unneeded.  Radio users 
can still reply to any email or message sent to their radios if the dispatch ID’s have not been 
programmed into them. 

�  Email – The email address to allow emails from. 
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The “Misc” Tab Setup: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1. External Connections 
�
�������� ® has several different interfaces for connection into 3rd Party applications.  They are defined 
below. 
 
Enable GPS Forwarding:   The system can connect via the IP Connector feature to a 3rd party 
application and then it sends an XML file with the GPS data as it is received. 
 
Target Address:  The target address of the PC to send the GPS data to. 
 
Target Port:  The target TCP port to send the GPS data to. 
 
Enable Multi-Conn:  Enables �������� ® to communicate to the standardized web service platform 
developed in part by the National Rural Electric Coop Association (NRECA).  Supports ONLY the 
AVLChangedNotification() function at this time and Version 3 of the NRECA web service standard.. 
 
WebService URL:  The URL of the NRCEA web service standard to connect to. 

 
WebService Username:  The username used to access the web service account. 
 
WebService Password:  Password used to access the web service account. 
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Save and EXIT: 
On completion of the System Set up click on “Save and Exit” in the top left hand corner of the 
“Setup” window to ensure all your data and changes that were recorded have been secured and 
saved. 
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Server Screen: 
 
This screen defines show the status of all connected (to the �������� ® PC) radios acting as 
repeaters/base stations �������� ® 
 
Licensing: 
 
Dongle Serial  – Shows the serial number of the hardware key needed to run �������� ® server. 
Mobiles  – The number of radios the server is licensed to use at one time. 
Support Expiry  – The month and year of expiry for support for the program.  This is renewable. 
 
Go Offline / Online  – Clicking this button toggles the server to go offline and disconnect all 
clients or to go online and start listening for clients. 
 

 
 
 
There are also status messages on the bottom of the  screen.  They are defined below. 
 
IN Since Start  – The number of inbound messages since the system started. 
OUT Since Start  – The number of outbound messages since the system started. 
Recycle  – The number of messages that have been discarded (due to aging limit). 
IN Total  – The accumulated number of inbound messages 
OUT Total  – The accumulated number of outbound messages 
Connected Clients  – Shows the # of �������� ® clients connected to the server. 
Messages  – The number of messages in the queue for the clients 
Stack  – Serial number of messages to the control stations 
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Messages Screen: 
 
This screen shows any email coming in from the internet or messages from a connected client 
(inbox) or going out to the internet (replies to an email from a radio).  Any replies or messages 
initiated from a radio go into the Outbox.  Messages that remain in the inbox are messages that 
could not be delivered due to the radio being out of range or offline.  It will try to re-send these 
messages every so often until the message store aging limit is reached, after which, they will be 
deleted from the inbox. 
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System Screen: 
 
This screen shows the status of all registered radios allowed on the �������� ® network. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Traffic 
The listbox shows any traffic flowing to/from �������� ® radios and �������� ® or the internet with a 
datetime stamp, the type of traffic, and what the destination or traffic handler was. 
 
Radio Queues 
Shows in real-time any ARS, LBS, TMS, or TLM messages that have been queued up to get sent.  Each 
system (row) has its own queue. 
 
Registration 
Shows the ARS registration state of units and what system they are registered on. 
 
Online - the unit is registered 
 
OFFLINE - the unit is offline 
 
EXPIRED - the unit has not updated its ARS status and has expired to timeout (multiples of 30 mins) 
 
Unknown - the system does not know the status of the unit 
 
PTT 
The PTT table shows the last date and Time a PTT ID was received from a remote unit. 
 
Telemetry 
Shows telemetry statuses for all units (if configured)  
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Control Screen: 
 
This screen shows the status of all connected (to the �������� ® PC) mobiles and portables, 
whether or not they are on duty, off duty, or monitored.  Operator assignments are also shown.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Operator Assignment 
 
This shows the assignment of individual operators to mobile units.  Units not being used should 
be unassigned. 
 
Units 
 
Configuration of individual units to an ON or OFF duty status.  If the ON DUTY AUTO POLL 
feature is selected in the SETUP Tab screen, the Auto Poll ON/OFF command is sent to the 
remote radio as it is moved on and off duty. 
 
Any units in the monitored list will be monitored so long as the lone-worker option is configured 
in the server setup under the Unit Status tab. 
 
Any units that go into emergency will show in the emergency list. 
 
Using Quick Text messages, remote units can change their on/off duty status. 
ON DUTY - #ON DUTY 
OFF Duty - #OFF DUTY 
 
NOTE: These Quick Text messages must be configured in the subscriber radio for the feature 
to operate. 
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Map Screen: 
 
This screen shows the user a small map of the area of the last station that beaconed its position 
data.  (Must have Microsoft MapPoint for this screen to be visible) 
 

 
 
The descriptions of the values in the data grid on the right are as follows: 
 
Sprite  – This is true if a sprite box is being used for the unit on the map. 
Sequence ID  – This is the Sprite event sequence ID 
Event Status  – Can be a few values.  Stopped, Moving, Speeding. 
Event Type  – Sprite event type 
DateTime  – The date and time the unit beacon was heard. 
Latitude & Longitude  – Coordinates 
Knots – Speed of the beaconed unit. 
Direction  – Bearing of the beaconed unit 
 
All options listed below are only available if a sprite box is used. 
 
Odometer  – The current accumulated odometer value since the sprite box was put into 
operation. 
Run Time  – Vehicle run time 
Idle Time  – The time that  
Avg Knots  – The averaged speed value 
WaypointID  – geofence ID number 
Confidence  – A number that indicates the confidence that data in the beacon report is correct. 
RSSI – Relative Signal Strength Indicator, a reflection of the strength of the beacon heard. 
Firmware  – The Sprite firmware version number. 
System Slot  – The ID of the control station gateway 
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Appendix A 
How to set up email for use with �������������������������������� ® 
 
There are three ways you can create an email account for use with �������� ® You can either 
create a catch-all  email account (limit of 1 per domain), forward  any mail from a catch-all email 
account to a new email account on an existing domain, or create aliases  to an existing domain 
email account.   
 
If using aliases, then you will have to create a new email box on a domain (Eg. domain is: 
xyz.com). Then, you create aliases attached to the new email box created so that any mail 
addressed to the domain will not get dumped by the server.  For example:  the customer wants 
you to use non catch-all account joeuser@xyz.com as the email box for �������� ® You have 
portable unit ID’s 200 & 201 defined in your MOTO system.  You will need to define aliases 
200.1@xyz.com, 201.1@xyz.com and assign them to mailbox joeuser@xyz.com to be able to 
send mail to/from �������� ® 
 
Another option that is open to the customer is to create another email address and set an 
existing/monitored catch-all account to forward all mail received to a new email address on an 
existing domain.  In this way, all mail destined for an already defined/monitored catch-all 
account, will be echoed to the new one as well (Eg: catchall@xyz.com forwarding turned on for 
email address joeuser@xyz.com with local copy enabled).  When forwarding, it is important  to 
make sure that you check off that you want to retain a local copy  in the catch-all account if it is 
monitored by the customers IT department.  Otherwise, any mail that winds up in 
catchall@xyz.com will be forwarded off to joeuser@xyz.com and then deleted thereafter! 
 
To create a Catch-All account, follow the steps as outlined below (Note: You do not have to 
choose netfirms as your domain hosting provider, it can be any domain host provider with 
Catch-All support).  The customer can choose to either use their existing domain or create a 
new one for the applications use (it is up to them). 
 
Note:  It is important that the email address used in the Email1 tab in �������� ® NOT be using an 
email account shared by others as �������� ® auto-deletes the mail as soon as it grabs it down 
from the POP server (also defined in the Email1 tab)! 
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The following steps are required when signing up for a domain hosting account (actual steps 
may vary). 

·  Choose a domain hosting company 
 

Go to a hosting site of the customers’ choice Eg: www.godaddy.com  and sign up for a 
basic hosting account. 

·  Pick a basic hosting plan 

·  Choose a domain name 
 

Choose a domain name to use for the email alias or catch-all to set up.  The hosting site 
should tell you whether or not the name search and/or registration was successful or not. 

·  Check-Out and Confirm Personal & Payment Details 
 

Usually your hosting choices will be shown to you before you commit to the domain 
purchase.  Proceed to the checkout to give your particulars to the host of choice, choose 
a password, and enter payment details. 

·  Login to your new hosting account 
 

The next step is to sign-in to the hosted domain that was just set up.  Login with the 
name and password you chose in prior steps to add an email address. 

·  Create a new email address on your domain account 
 

The hosting provider of choice must either provide support for email aliases or catch-all 
accounts to be compatible with �������� ™.  Create an email account to be used by 
�������� ™. 

·  Make the email account a “Catch-All” or assign aliase s 
 

One other thing to be aware of is that even though you are able to get in and create an 
email address immediately after successful domain hosting sign-up, it may take 
anywhere from 24-72 hours for the new email address to be recognized as the new 
email server pointer (MX record) propagates across the internet DNS servers.  
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Troubleshooting Tips: 
 

- If you get no ping response from the radio gateway (actual radio IP which usually 
ends in .1) and get a response from the accessory IP (assigned IP for the 
computer side of the radio which usually ends in .2), then that means that RF is 
getting into the USB programming cable, killing the MOTO drivers.  The solution 
is to affix some snap-on ferrite cores to each end of each cable for all control 
station radios.  This is a known MOTO issue.  You can also try (if possible) to 
lower the power output of any radio equipment that might be bleeding through 
the receive end of the radios going offline. 

 
- If you get “Error Loading MapPoint” or the “Map” tab is missing from the server, 

then execute the “Re-Detect MapPoint” link in the start menu under start > 
Programs > neoTerra Systems > neoNytro®  Enterprise > neoNytro®  Client (for 
client) neoNytro®  Server (for server).  If the client is installed on the PC the 
server is running on, then Re-Detect MapPoint first for the Server, launch the 
server, then shutdown the server.  Then, Re-Detect MapPoint for the client, 
launch the client (without the server running), and then re-launch the server.  
After re-detection, the server and client can be run in any order.  It is only during 
the re-detection stage when both client and server are on the same PC that you 
have to worry about this procedure (if getting this error). 
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-  

Notes: 
 
 


